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AML Risk Assessment

An exercise to identify, assess and understand the risks, threats and vulnerabilities
of money laundering and terrorist ﬁnancing
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1. Introduction
The AML Risk Assessment is an exercise to identify, assess and understand the risks, threats and
vulnerabilities money laundering (hereinafter "ML") and terrorist financing (hereinafter "TF"). AML
risk assessment consists of two distinct but interrelated steps: risk identification and risk
assessment.
The following sources have been considered in identifying the risks:
• FIU Yearbook 2020
• National Risk Assessment (NRA)2
• information gathered from representatives of Lines of Business
As stated in FIU Yearbook 2020, several important changes in the law concerning virtual currency
service providers enabled a significant reorganisation of the virtual currency market. In 2020, the
Money Laundering Data Bureau revoked a total of 1,808 licenses for the provision of virtual
currency services. Among them were 929 virtual currency exchange licenses, 868 wallet licenses
(however, there were fewer companies affected, as most of the companies that lost their licenses
had both a virtual currency exchange and a wallet license) and in 11 cases the new virtual currency
service providers lost their licenses (from 2020). from March 2006 it is used as a general term for
the service).
The reorganisation of the market was essential in order to reduce the risks posed by cases of
suspected fraud and money laundering by providers of virtual currency services licensed in
Estonia. Due to the latter, the Estonian business environment has suffered considerable damage to
its reputation, while fraudulent companies have been dominated by foreign owners, in many cases
from Eastern European countries, and companies often have only a formal connection with
Estonia. Thus, the amendment to the law of 2020 stipulated that the place of business of service
providers must be located in Estonia. This has made it possible to remove from the market
companies that have no real connection with Estonia and cannot be supervised. However, it has
become clear that the stricter requirements are not sufficient and that there is still very little
transparency in this area. It is important to rapidly reduce the attractiveness of the virtual currency
environment for crime, including money laundering and terrorist financing.
Although the risks associated with the virtual currency sector are very high, despite changes in the
law, and it is likely that the level of diligence of companies will not increase sharply, the FIU has
nevertheless noticed a positive change in the sector's reporting obligations. In 2020, there were
approximately three times fewer companies on the market compared to 2019, but almost three
times more companies submitted notifications to the FIU (16 notifiers in 2019 vs. 45 notifiers in
2020).
In September 2020, the Strategic Analysis Unit of the Financial Intelligence Unit completed a
survey of the virtual currency sector, which provided an overview of legislation, services and
market participants related to virtual currencies in Estonia. We also analysed the risks associated
with money laundering and terrorist financing of virtual currencies and identified schemes and
practices for the illegal use of virtual currencies. The study concluded that the sector is open to
abuse and should therefore continue to receive increased attention in both the licensing and
supervisory procedures, both by the investigating authorities and the legislator, and that regulation
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in the sector should be further strengthened. Among other things, the introduction of a reporting
obligation, at least with regard to due diligence measures applied in the sector, the customers of
service providers and the turnover of brokered transactions, would significantly mitigate the risks.
Additional measures should also be taken to protect individuals and their property, such as
minimum standards for cyber security, information systems and data processing.
The objectives of the assessment are to:
1. identify the general and specific money laundering risks the Company is facing;
2. determine how these risks are mitigated by a firm's AML programme controls (incl. timeframe)
and establishing the residual risk that remains for the Company;
3. identify gaps or opportunities for improvement in AML policies, procedures and processes and
establishing an action plan. FinCras & InvCras Digital Services is required to formulate a risk
management strategy and action plan that is aligned with the Company's risk appetite. The
action plan will allow the Company to manage and allocate resources efficiently by adding
emphasis to areas with high risk and high priority;
4. specify, among other things, the sectors, fields of business, legal entity types, transaction
amounts and types and, where necessary, countries or jurisdictions of the customer with regard
to which the Company must apply enhanced due diligence measures and, where necessary,
clarifies the measures;
5. provide a detailed assessment framework for identification of threats associated with high risk
countries and jurisdictions and a mechanism that permits identification of detailed risks, such
as specific types of transitional patterns (i.e. transactions amount and types);
6. specify, among other things, the sectors, fields of business, legal entity types, transaction
amounts and types and, where necessary, countries or jurisdictions of the customer whereby
the risk of money laundering and terrorist financing is smaller and where it is possible to apply
simplified due diligence measures.
Risk assessment consists of:
1. client risk assessment;
2. product and service risk assessment;
3. client resident country risk assessment;
4. combined risk assessment;
5. assessment of other relevant money laundering and terrorist financing related risks.
The appointed Money Laundering Reporting Officer (MLRO):
1. ensures senior management are made aware of the key risks, control gaps and remediation
efforts;
2. based on the results of the risk assessment, drafts compliance actions plans, develops risk
identification and mitigation strategies including applicable internal controls and provides
advice to the senior management on how to minimise Company's risk exposure.

2. Background and methodology
AML risk assessment methodology was designed using a risk-based approach and took into
consideration international leading practices. The risk-based approach allows the Company to
adopt measures in order to focus efforts in an effective way, i.e. target reassures more effectively
and apply preventive measures that are commensurate to the nature of the risks.
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Various methodologies and risk assessment approaches (e.g. NRA, FATF, IMF, inter alia) were
analysed in order to determine the mast suitable approach for FinCras & InvCras Digital Services.
It was determined that a tailor-made approach leveraging the best practices from the
aforementioned methodologies was most appropriate given the current EU and legal regulations,
region and sector specifies, existing products and services, and existing and potential customer
base.
The methodology allows the Company to categorise specific risks into risk classes and provides
guidance on how to apply a risk-based approach to addressing the identified risks, i.e. simplified
measures can be applied to business areas identified with a lower risk of ML/TF, while increased
attention is placed on the areas that are identified as higher risk.
The following specifies were analysed and taken into consideration when drafting the methodology,
inter alia:
• The composition of the financial and FinTech markets: the methodology considers the current
surrounding sector composition of FinCras & InvCras Digital Services.
• Recent anti-money laundering and counter-financing of terrorism (hereinafter "AML/CFT")
developments in the EU and Estonia. The methodology is based on the understanding of the
wider surrounding risk landscape.
• Recent changes in the Estonian Money Laundering and Terrorist Financing Prevention Act
• AMLDS of 30 May 2018 - EU Directive largely focusing on cryptocurrency providers
• FIU Yearbook 2020 - money laundering and fraud trends in Estonia in 2020
• Geopolitical circumstances: threats arising from the geographical position of the Company's
incorporation country, main transaction country(ies) and country origins of the business partners.
• Risk-based approach to the ML/TF risk management process that helps to allocate a maximum
number of resources to the business areas that require more attention, while following a less
burdensome procedure for business areas that pose less risk.
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IMPACT

DESCRIPTION

ESTIMATED
GRADE

Insignificant: no monetary fine or insignificant (maximum sum).
There are no other or possibly immaterial consequences (damage
to reputation, claims for damages, realisation of other risks, etc.)

1

Low: monetary fine (maximum sum) up to 32,000 EUR, that does
not escalate through different eases but of the same type.
Possible consequences are immaterial (damage to reputation,
claims for damages, realisation of other risks, etc.).

2

Medium: monetary fine up to 400,000 EUR, that does not escalate 3
through different eases but of the same type or monetary fine up
to 32,000 EUR, but escalating. May result in reputational
damage, customer claims or other risks.
High: maximum sum of monetary fine exceeding 400,000 EUR or
up to 400,000 EUR, but escalating or is a crime. It is likely to
result in reputational damage, customer claims or other risks.

4

PROBABILITY N/A: The relevant regulation does not apply to the activities of the

0

entity, considering current products, services and operations.
However, in the event of changes in the entity's activities or
services, necessary requirements must be considered.
Unlikely: The regulation is clear and has never been violated or
some isolated incidents have been reported. Regulated
activities are automated.

1

Low: Straightforward and trivial field of business and few regulated 2
activities, regulation is clear, immaterial previous violations, low
frequency, few complaints, manual activities.
Medium: More complex field of business, incl. regulation can
be 3 interpreted in several different ways, or more transactions,
complex, requires cooperation between the parties, previous
issues, albeit easily solvable, medium frequency of complaints, no
complaints from key customers. Allocation of resources to meet
the necessary requirements is deliberately low or medium.

3

High: Complex and large number of transactions, ind. regulation
4
can be 4 interpreted in several different ways, employees are not
aware of or do not understand risks, third parties or employees
may benefit, existence of previous violations, root causes still in
place, previous complaints from customers, high levels of manual
activities. insufficient allocation of resources to meet the necessary
requirements.
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The Company applies the following due diligence measures to the Customer and transactions in
accordance with the risk category as defined in the Policy:
THE LEVEL OF RISK
ASSIGNED TO THE
CUSTOMER BY THE
EXTINGUISHER

APPLICABLE DILIGENCE MEASURES

LOW

1. Identify the Customer’s identity by requesting personal data, identity
documents, selfies with a document and proof of address
2. Identity only if necessary: actual beneficiary, business person,
national background
3. Simplified business relationship monitoring

MIDDLE

In addition to simplified measures, selects at least one of the following
measures:
A - verify the Customer visually, either by face-to-faee interaction or by a
video call (or similar);
B- request payment through a European Bank;
C- ask for the purpose of the transaction + cheeks;
D- ask about the source of resources + cheeks;
E- inquire about the non-documentary nature of the transaction;
F- Cheek the identity with the supplementary document.

HIGH

In addition to the requirements posed in the middle section, Company
will request more information:
1. Request in-depth information on the Customer and the beneficial
owner behind the transactions;
2. Establish the reason behind transactions and proposed business
relationship;
3. Request and discover the origins of the Customer's funds and
wealth;
4. Examine the reason for the transaction
And in addition:
1. Obtaining senior management permission to establish or maintain a
business relationship;
2. Performs an effective monitoring of the business relationship.
3. Run 3rd party cheeks, e.g. WorldCheek screening

FinCras & InvCras Digital Services determines the risk profile of each Customer or the person
participating in the transactions with the Company. This requirement is based on the Estonian AML
law and the Company's AML risk assessment.
To determine the risk profile, FinCras & InvCras Digital Services evaluates the Customers
according to the table displayed further down below in the section and according to the
transactions that the Customer wishes to perform with FinCras & InvCras Digital Services. The
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Company also evaluates whether the findings corresponds to the risk level and such requirements
of "low", "middle" or "high" described earlier in the document.
According to the frequency of ratings and on the basis of the MLTFPA, FinCras & InvCras Digital
Services evaluates the Customer's circumstances in a bundle in orders to find out the total
customer value, which is either "low", "middle" or "high."
In addition, FinCras & InvCras Digital Services can always be "high" for the Customer's valuation
regardless of the case where the risk assessment changes to the customer regardless of the
frequency of the evaluation.
Risk categorisation guide for both virtual currency exchange and virtual currency wallet services:
Customer

Risk Assessment
PHYSICAL PERSON

Resident of Estonia or a European Economic Area

Low

Customer is not residing in prohibited countries, is not under
international sanctions and does not have public background

Low

Very wealthy / wealthy private, or there is a suspicion that this may be a
nominee or a person is acting in the benefit of another person

High

Other, which is distinguished from the average customer and the
"wealthy individual"

Middle

Person with a public background (PEP) and Specific Employment Customers
Person involved in the Republic of Estonia

Middle

A person associated with the country of the European Economic Area,
other than Estonia

Middle

PEP from a Third Country / Sanctioned State

High

Personal/FUND Asset Manager

High

Private Banker

High

Non-profit organisation (donations)

Middle/High

Mediator/ Commissioner

Middle/High

Investment Advisor

Middle/High
LEGAL PERSON

Public organisation and companies
A Company listed on a regulated market

Low
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Public limited Company established in Estonia

Low

Government Office of the European Economic Area or in Estonia

Low

The Institution of the European Union

Low

A credit institution / financial institution registered in the European
Economic Area action on its behalf

Low

PRIVATE COMPANIES

A resident of Estonia or European Economic Area

Low

A resident of a third country with effective money laundering and antiterrorism systems

Low

A resident of a third country with a low level of money laundering,
corruption and crime

Low

A resident of a sanctioned country / a high-risk third country

Middle/High

Inactive Company

Middle

Offshore Company

High

There is a suspicion that this may be a VARIISIK (one who undertakes
to secure evidence of criminal or illegal actions by working with or
among those who are under suspicion)

High

The Customer has hidden shareholders

High

The Customer has bearer shares

High

The Customer's strueture is unusual or too eomplicated

Middle/High

3. General information about MLRO
MLRO is responsible for updating current AML Risk Assessment document along with other
established or new policies and standard operating procedures ensuring they are up to date and in
confluence with the established Risk Appetite Statement and risks arising from the Company's
activities.
MLRO regularly monitors the activities of employees and their compliance with anti-money
laundering or anti-terrorist financing measures, and if necessary, requests the immediate cessation
of breaches of anti-money laundering and anti-terrorist financing requirements.
MLRO makes proposals to the management board to amend and enhance the policies and
standard operating procedures for the prevention of money laundering and terrorist financing, and
organises training.
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4. Product, service and transaction risk
4.1 General Information
Risk level depends on the transparency of the product or service (i.e. whether or not it offers the
customer certain anonymity), the amounts involved, whether the product or service involves cash,
the thoroughness of background cheeks or analysis in relation to the product or service.
• FinCras & InvCras Digital Services provides the following products and services ELG (Escoin
Legal Token), against the following currencies: BTC, ETH, USDT, USD, EURO
The Company shall neither receive nor disburse Customer's funds in cash. All transactions
between the Customer and the Company shall be performed by wire transfer or other electronic
means, in which the identities of both the sending and receiving parties can be verified by the
Company and which the Company, at its sole discretion, shall deem appropriate.
4.2 Product, service and transaction risk factors
AML risks assessed by the ability to commit a potential predicate crime and/or depends on the
following factors:
A. the level of transparency of the services or products used by the customer
B. the level of complexity of the services or products used by the customer
C. total turnover of the facilities used by the customer for products or services.
• The customers use the online platform to buy a virtual ELG for BTC, ETH, USDT, USD, EURO
and pay for them in real time with a credit or debit card.
The firm is only dealing in virtual currency ELG and the exchange deals are treated as one off
payments only. There is no continuous business relationship between FinCras & InvCras Digital
Services and its customers.
Virtual currency wallet service provider/third party operational risks:
• In order to lower as much as possible the risk of having our customers' private key being leaked,
we recommend customers to use Blockchain services. In order to make a successful purchase
on escoin.ee, the customers need to have an account. To create account customers need to
register on the website and pass KYC.
There are 10 exchange per month on average which are monitored manually. Due to the volumes
being low, the risk of exchange deals can be effectively managed and mitigated via this process.
The product and service risks low due to transparent process and low number of exchange deals.
If FinCras & InvCras Digital Services has a suspicion of money laundering and terrorist financing or
an unusual transaction or circumstance is involved, the instructions for performing the reporting
obligation are outlined in the AML Policy document.
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5. Country Risk

5.1General information
• Risk level depends on the geographical location, jurisdiction, corruption and shadow economy
level, terrorism threat level, and the assessments of international organisations (e.g. FATF,
Egmont Group) that consider, inter alia, whether the country has implemented the relevant
money laundering and terrorist financing legislation in accordance with international standards;
whether the level of crime is high incl. drug related crime.
5.2 Risk factors
• customer country risk
• Ultimate Beneficial Owner country risk
• risk arising from the customer's region/country of business
• the country in which the customer's main counter parties are located.
5.3 Risk assessment
• Countries in cooperation with a criminal organisation(s);
• Criminal organisations that use the country to carry out their activities;
• Countries involved in financing of mass destruction weapons;
• Countries with significant levels of corruption;
• Countries or regions subject to sanctions, embargoes or similar measures;
• Any countries that have other measures applied to them or that, eroding to credible sauces such
as mutual evaluations, detailed evaluation reports or published follow-up reports, they have not
established effective aml/cft systems.
Country risk assessment is based on the publicly available high risk country/risk ranking lists.
FinCras & InvCras Digital Services considers the following as high risk countries:
1. Countries, which credible saucers, i.e. mutual evaluations, reports on detailed assessment or
publicly available follow-up reports, have identified as countries, which do not have effective
mechanisms to combating money laundering and financing of terrorism.
2. Countries, which credible saucers have identified as countries with a significant level of
corruption or other criminal activity.
3. Countries subject to sanctions, embargoes or similar measures taken by, for example, the EU
or UN.
4. Countries that finance or support terrorist activities, or which house known terrorist
organisations.
5. High-risk third countries which have provided a written high-level political commitment to
address the identified deficiencies and have developed an action plan with FATF, i.e.
jurisdictions under increased monitoring that have strategic deficiencies:
• Albania, Bahamas, Barbados, Botswana, Cambodia, Ghana, Ireland, Jamaica, Mauritius,
Mongolia, Myanmar, Nicaragua, Pakistan, Panama, Syria, Uganda, Yemen, Zimbabwe
6. High-risk third countries which have provided a high-level political commitment to address the
identified deficiencies, and have decided to seek technical assistance in the implementation of
the FATF Action Plan, which are identified by FATF Public Statement:
• Iran
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7. High-risk third countries which present ongoing and substantial money-laundering and terroristfinancing risks, having repeatedly failed to address the identified deficiencies and which are
identified by FATF Public Statement:
• Democratic People's Republic of Korea (DPRK)
The Company does not provide services to individuals residing in:
• Afghanistan, Albania, Algeria, American Samoa, Bangladesh, Barbados, Bolivia, Bosnia and
Herzegovina, Botswana, Burundi, Cambodia, Central African Republic, China, Crimea, Cuba,
Ecuador, Egypt, Ethiopia, Ghana, Guam, Guinea Bissau, Guyana, Haiti, Iceland, Indonesia, Iran,
Iraq, Jamaica, Kyrgyzstan, Lao PDR, Lebanon, Libya, Mauritius, Mongolia, Morocco, Myanmar,
Nepal, Nicaragua, North Korea, Oman, Pakistan, Palestine, Panama, Republic of the Sudan,
Samoa, Serbia, Somalia, South Sudan, Sri Lanka, Syria, The Bahamas, The Democratic
Republic of the Congo, Trinidad and Tobago, Tunisia, Uganda, US Virgin Islands, Vanuatu,
Venezuela, Yemen, Zimbabwe.
• Canada, Japan.
Summary information on the high risk countries can be found here1.
The Company reserves the right to update the above high risk (third) country and prohibited
country lists by the decision of the MLRO having effect prior to updating of this document.
5.4 Summary and risk impact
FinCras & InvCras Digital Services does not provide services to individuals residing in FATF high
risk countries. Residual country risks low.

6. Customer Risk
6.1General information
When assessing the customer risk (including the UBO risk), the following risks must be considered:
risks associated with field of business or professional activity, reputation and nature, and behaviour
of the client as well as the ultimate beneficial owner.
6.2 Risk factors
• customer and ultimate beneficial owner's business or personal activities;
• customer's legal type, ownership structure and behaviour;
• customer or ultimate beneficial owner's reputation.
6.3 Risk assessment factors
• PEP
• Negative news
• Complex ownership structures (incl. trustiest.); where UBO is difficult to establish
• Payment Service Providers/Money Service Businesses (cryptocurrency traders, FinTech etc.)

1

http://www.fatf-gafi.org/countries/#high-risk
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•
•
•
•
•

Non-resident customers
Existence of nominee shareholders or bearer shares (incl. of affiliates)
Residents or citizens of a higher-risk geographic area
Tax residency in a low tax country, e-residency
Targets of international sanctions

6.4 Summary and risk impact
Access to the Company's online platform is provided to individuals from an age of 18+ or legal
entities that must have read and agreed to the Customer Agreement of FinCras & InvCras Digital
Services and use services of the company provided through Website Platform.
Risk based approach is applied in customer verification process. In order to make a transaction the
customers need to verify their identity through a process that involves entering his or email
address, setting a password and then uploading a copy of an identification document: either ID
card, passport or driver's license. The customer needs to take a photo of his or her ID for
verification purposes. The photo should be bright and clear (i.e. good quality), uncut (i.e. all corners
of the document should be visible).
Residual risk concerning to customers is medium.

7. Channel risk
7.1General information
Products and services are provided via website platform. Website platform is the website that is
operated by the Company and available at https://escoin.ee The technological facility (the
Platform), and related software and Services are provided by the third party.
Customers are verified visually as described above in customer risk chapter- either by face to face
meeting, or video live conference.
Risk factors
• not having a face-to-face meeting
• e-trading, video identification
7.2 Risk assessment
Depending on the level of complexity of the services provided, a face-to-face meeting with a
customer may be required. Non-F2F process has been replaced by the automated process as
described above. The NameScan2 should be used for any customer screening against relevant
sanctions lists.
Video interview is requested from potential high risk customers.

2

https://namescan.io
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7.5 Summary and risk impact
Residual channel risks medium.

8. General risk assessment and impact
Risk management strategy is an essential part of FinCras & InvCras Digital Services's risk
assessment process. The appropriate risk management strategy is selected in accordance with
priorities so that the greatest risks receive the most attention. An important consideration when
determining the appropriate risk management strategy is the risk appetite - the level of ML/TF risk
the Company is willing to accept.
In order to manage ML/TF risks effectively, the nature, extent and timing of the risk management
strategy must be commensurate to the level of the ML/TF risk. For example, higher levels of risk
may require more immediate action to mitigate it or may indicate systemic risks which require an
extensive response over time. With a high level of risk, appropriate mitigation responses generally
require policy development and the implementation of enhanced measures. Lower levels of risk
may require a lesser action, such as monitoring, or acceptance of the risk, if within the Company's
risk appetite.
Typical risk management strategies induce avoidance, mitigation and acceptance. In the context of
ML/TF risk, the most relevant of these strategies are avoidance and mitigation.
1. Acceptance - Risk acceptance does not reduce any effects; however, it is still considered a
strategy. The risk and its consequences are accepted and no specific action is deemed
necessary. This isa good strategy for ML/TF risks that will not have much of an impact to the
Company. Further, this strategy is a common option when the cost of other risk management
strategies outweighs the cost of the risk itself. Contingency plans should be drafted to address
consequences of the M L/TF risk occurring.
2. Avoidance - Risk avoidance is the opposite of risk acceptance. It is the action that avoids any
exposure to the risk by eliminating the cause of the risk. Actions should be undertaken to halt
and exit activities that create such risk. This isa good strategy for when the ML/TF risk has a
potentially large impact to the Company.
3. Mitigation - Risk mitigation is probably the most commonly used risk management strategy. It
is the action that limits the Company's exposure by taking some action. The likelihood or
impact of the risks reduced by implementing mitigating controls.
Rounds of the risk assessment are performed to reassess the evolving threat situation and new
emerging threats. Risk assessment in relation to the money laundering and terrorist financing risk
environment shall be carried out by the MLRO at least once a year.

9. References
AML/CFT National Risk Assessment Methodology. Republic of Estonia. https://
www.riigikantselei.ee/sites/default/files/content editors/uuringud/national risk assessment
methodology.pdf
Commission Delegated Regulation (EU) 2016/1675 of 14 July 2016, identifying high-risk third
countries with strategie deficiencies. https://eur-lex.europa.eu/legal eontent/EN/TXT/?
uri=CELEX:02016R1675-20200709
FATF High-risk and other monitored jurisdictions. http://www.fatf-gafi.org/countries/#high-risk
13 of 17
BBCTallinn OÜ
Narva mnt 7-353, Tallinn, 10117, Estonia

@ info@bbctallinn.ee
m +372 629 92 21

Bank: Swedbank AS
Account:EE652200221062535266

BBCTallinn OÜ
Narva mnt 7-353
Tallinn, 10117, Estonia
reg.: 12889579
VAT no.: EE101856849

http://www.fatf-gafi.org/publications/high-risk-and-other-monitored jurisdictions/documents/
increased-monitoring-february-2020.html
Financial Intelligence Unit Yearbook 2020 https://www.politsei.ee/files/2020- 06/1591869360 rabaastaraamat-2020-eng.pdf?a9404f5d20
S. AMLDS, DIRECTIVE (EU) 2018/843 of 30 May 2018. https://eur-lex.europa.eu/legal content/EN/
TXT/?uri=CELEX%3A32018L0843

Version

Date

Amendments

1.0

20 December 2021

Version 1.0

____________
Andrei Kaleis
Date: 20.12.2021

14 of 17
BBCTallinn OÜ
Narva mnt 7-353, Tallinn, 10117, Estonia

@ info@bbctallinn.ee
m +372 629 92 21

Bank: Swedbank AS
Account:EE652200221062535266

BBCTallinn OÜ
Narva mnt 7-353
Tallinn, 10117, Estonia
reg.: 12889579
VAT no.: EE101856849

CUSTOMER RISK PROFILE

ANSWER

CUSTOMER STATUS
• Have you known a Customer for a long time personally /
commercially, or is this a new business relationship?
• Has the customer come through a third party? ls the identity
identified / controlled by a third party?
• Does the customer's instruction come from a third party? If so,
why?
• What is the citizenship/ residency background of the
Customer?
• If the customer isa legal person, are partners, managers, and/
or the actual beneficiary known? What documents do you have
to prove this?
• Has the actual beneficiary completed the true beneficiary's
questionnaire?
MEETING WITH CUSTOMER
• Have you seen the customer, met with him?
• If you have not met the customer, how have you identified your
identity?
CUSTOMER LOCATION
• Where is the customer's location? Estonia / EU / EU / Third
Countries / High Risk Countries?
• Are you aware of the Customer's involvement with the criminal
world?
• ls the Customer, his / her affiliated persons (shareholders,
actual beneficiary) from a high risk country / sanctioned
country?

CUSTOMER IDENTIFICAT/ON
• Has the customer submitted his identity document? In which
form is it saved?
• Has the customer's address been identified? Was it also
cheeked?
• If the pass copy is confirmed / verified, has the authenticity /
professional status of the confirmatory been identified?
• Has the Customer been cooperating with the Company in
completing the questionnaire or attempting to deviate from
the evidence?
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FINANCIAL PROFILE OF CUSTOMER
• ls the origin of the Customer's assets known and is it logical,
considering the age of the customer and the field of business
(proof is required when it isa high-risk customer / transaction)?
• ls the customer involved in high risk/ cash handling activities?
TRANSACTION TYPE
• ls the transaction necessary for purposes of money
laundering,or is increases risk of money laundering?
• Does the transaction have an economic purpose and is it
logical, or is it a complex transaction that is unclear?
• ls it logical that the Customer asks your Company to perform
such a transaction? (for example, is such a transaction
reasonable for your type of business and logical?)
TRANSACTION VALUE
• What is the approximate value / value range of the transaction
in euro?
• ls this amount / limit consistent with this particular Customer,his
profile and past history?
ORIGIN OF THE ASSETS USED FOR THE TRANSACTION
• Are the origins of the assets used to make the transaction are
clear and understandable?
• Whether some of the money is coming from third countries?
• ls part of the money paid by a third party who is not identified?
What is the customer relationship with this third party?
• Did the Customer attempt to change the origins of the asset at
the last minute?
• Has the Customer paid money to your deposit account? Why?
How?
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The above form can be filled in for a Customer or transaction if the Customer / transaction is rated
in the "high" risk category, as per this Risk Assessment.
The form should be filled in when it comes to a Customer or transaction. A comma-list of points
should be noted in the comment when it concerns the risks associated with the Customer /
transaction. The AML Officer does not have to answer all of the questions; however, questions may
not reflect all the risks that are relevant to a particular Customer / transaction. If the risk is not
mentioned in the list, it has to be included in the "answer" box.
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